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GDPR Applies as 
normal

Applied 
GDPR

Applies to 
matters 

outside EU 
competence

Part 3: Law 
Enforcement

Implements 
directive

Part 4: 
Intelligence 

services

Applies 
GDPR-style 
standards to 
intelligence

IC powers, 
enforcement, 

offences

Giving ICO 
GDPR powers

Schedules
Exemptions, 
safeguards



Personal data
• any information relating to an 

identified or identifiable natural 
person

• “identifiable” = person is one who 
can be identified, directly or 
indirectly











Racial / ethnic
origin

Political 
opinions

Religious / 
philosophical

beliefs

Trade union
Biometric & 
genetic data

Health

Sex life / 
sexual 

orientation

Article 9:
Special 

categories



Personal data

• FACTUAL – names, addresses, 

ID codes

• SUBJECTIVE – opinions, 

intentions, descriptions, 

inferences

• FORMATS – emails, 

photographs, CCTV images, call 

recordings, instant messages



Controller

• Determines the purposes and 

means of the processing of 

personal data 

Processor

• Follows instructions of 

controller



Law enforcement

 Prevention, investigation, detection or 
prosecution of criminal offences, the 
execution of criminal penalties, including 
safeguarding against and prevention of 
threats to public security by competent 
authorities



BASICS



a) 
Lawfulness, 
fairness and 
transparency

b) Define 
purpose; do 

not contradict 
that purpose

c) Limit the 
amount of 

data you use

d) Ensure 
all data is 
accurate

e) Limit the 
amount of time 
you keep data

f) Keep all 
data secure

A5: Principles

Controller is responsible for and shall be able to 

demonstrate compliance



TRANSPARENCY



WHO YOU 
ARE

Contact of Data 
Protection 

Officer

Why you 
process data 

and justification 
for doing so

Who will receive 
data

Transfers 
outside of 

Europe

How long data is 
kept for

Rights
Right to 
withdraw 
consent

Right to 
complain to ICO

Where data 
came from

What people need to know
(even if you get their data from somewhere 

else)



Consent
Necessary for 

contract
Legal 

obligation

Vital interests
Official 

authority / 
public interest

Legitimate 
interest

Article 6:
Conditions



a) 
Lawfulness, 
fairness and 
transparency

b) Define 
purpose; do 

not contradict 
that purpose

c) Limit the 
amount of 

data you use

d) Ensure 
all data is 
accurate

e) Limit the 
amount of time 
you keep data

f) Keep all 
data secure

A5: Principles

Controller is responsible for and shall be able to 

demonstrate compliance







a) 
Lawfulness, 
fairness and 
transparency

b) Define 
purpose; do 

not contradict 
that purpose

c) Limit the 
amount of 

data you use

d) Ensure 
all data is 
accurate

e) Limit the 
amount of time 
you keep data

f) Keep all 
data secure

A5: Principles

Controller is responsible for and shall be able to 

demonstrate compliance













Breach notification



You have 72 hours to assess the risk

unauthorised disclosure, access, 
alteration, loss or destruction of data

Security breach leads to

SECURITY INCIDENT



Deal with 
incident

Someone reports 
something

Why did it 
happen?

Should you 
report it?

Have you 
contained it?



RIGHTS



Rights 
application 

process

One month to respond (+ 
up to 2 more months if 

complex)

Requests generally free 
(limited ability to charge 

for unfounded / excessive 
requests)

Should check 
identity



RIGHTS FOR 
SUBJECTS

Subject access Rectification

Right to be 
Forgotten

RestrictionPortability

Objection to 
optional 

processing

Limitations on 
automated 
processing



Three big 
requirements

Data Protection 
by Design

Impact 
assessments

Data Protection 
Officer









Contact 2040 for advice 
and training

www.2040training.co.uk
Email: tim@2040training.co.uk

http://www.2040training.co.uk/

